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Atris Security Information & Event Management (SIEM)

An integrated approach to tracking user activity across multiple systems, providing data security,
compliance and an audit trail for bank examiners, all from a service deployed from the cloud.

ATRIS TECHNOLOGY SIEM SERVICE is an automation solution designed to quickly provide information technology
security and immediately meet key compliance requirements including GLBA and Sarbanes-Oxley. Unlike basic log archival

systems, Atris SIEM Service automatically learns your bank security trends to perform real-time analysis and deliver immediate

response to potential threats across your network devices. Security officers have comprehensive access to analysis/monitoring

tools and rely on a well-defined process to satisfy rigorous bank examinations.

Why Atris SIEM Service?
* Follows FFIEC information technology

recommended best practices.

* No hardware deployments - start in days, not months.

* Integrated monitoring of user activity to identify
careless or malicious insider behavior.

* Realize big-bank functionality but with
the affordability needs of community
banks and credit unions.

* A monthly cloud subscription means you
can add/remove functionality as needed
with no configuration required onsite.

* Leverage our nearly two decades of proven
technology automation experience.
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Atris SIEM Service provides real-time monitoring, alerting
and reporting of insider threats to financial institution
data. This facilitates the GLBA requirement for IT systems
and applications that contain confidential customer
information. I'T administrators and security officers have
access to the entire suite of SIEM monitoring tools but

confidential customer information remains secure.

For Sarbanes-Oxley compliance, Atris SIEM provides
effective oversight of your financial reporting controls by
tracking user log activity linked to these controls. Senior
management and examiners have access to both summary
reporting and comprehensive audit trails. Custom
distribution lists can be scheduled to deliver ongoing audit

data to key personnel as desired.

wWww.atris.com
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How does Atris SIEM Service fortify your
GLBA and SOX compliance requirements?

* Track logons/logoffs: Monitor activity including
unauthorized access as well as unusual
activity from authorized personnel.

* Track failed logons: When excessive, failed logon
attempts serve as separate triggers for real-time alerts
and reporting. An automated notification can be
sent to your help-desk as an alert to take action.

* Identify changes to management access rights, such
as increased privileges, modified user accounts or
adding/ removing members from a user group.

* Monitor access to audit logs and protect against
audit log manipulation. Automated, real-time
monitoring of information system trace log data
will generate alerts for proactive management.

* Audit system event changes: Monitor and report
instances where local system processes have
changed (i.e. system startups/shutdowns, edits
attempted on scheduled processes, etc.).

No Impact to Customer Data

Atris SIEM Service is cloud-based with all data protected
by 256-bit encryption and secure authentication. We only
track user log activity related to insider threat (or user
negligence) and no customer data leaves your datacenter:

The risk to exposing customer data is nullified!
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Try a fully-functional free version of Atris
SIEM for 30 days

We are convinced that our approach to SIEM will blaze a
trail for the software industry to offer enterprise-capable
critical banking system applications at an attractive price
point to regional/ community banks and credit unions. To
fully appreciate the benefits of Atris SIEM Service, we offer
a complimentary 30-day trial utilizing your data for real-

time monitoring.

Take advantage of our 30-day trial offer today by visiting

wWww.atris.com.

ATRIS TECHNOLOGY
3405 NW 97¢th BLVD
Building A, Suite 200, Gainesville, FL 32606
Direct: (352) 331-3100
Toll free: (800) 393-1079

General: info@atris.com



